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Block Cipher SQUARE

* A predecessor of AES-128 » What about AES-1287
* 8-round SPN structure * 10-round SPN structure
» Round functions consist of * Round functions consist of

« 0: Linear Transformation «—anspose .« MjxColumns

* v: S-boxes ~Thesame , . gubBytes
. Simi .
 m. Transposition ——SImlet . shiftRows
. The same
* o: Key addition *—  + AddRoundKey

« If a round function p[rki] = o[rkl o © 0 y 0 6, then

SQUARE[K]=p[rk8lop[rk’]op[rké]op[rk>]op[rk*]op[rk3]op[rkZop[rki]oc[rki]o6-1



Block Cipher SQUARE

» What about Key Schedule?
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Key schedule of AES-128

Key schedule of SQUARE
Transpose and Remove S-boxes




Local Collision of SQUARE

Byte difference values

round B=-0c{0g11 17 1d,
ﬂ—%ﬁ 20, 3b, 4d, 53,

73,76, 7c, 87,
+1-4h 9d, a4, a8, ae,

mum;@?@%%@_; c6, d2, d5, e0,
ee, fc}
round NN, . KR .. B @% =2
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Differential Trails for Distinguisher
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Differential Trails for Distinguisher
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Differential Trail for Round Keys



7-Round Distinguisher of SQUARE

Ps AQ Py
”””””””” The locally amplified probability
Po____|Te| 4P ____ P, Tt of distinguisher is
. X AX? ffffff X
K1 K2 2 ~2 2
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K1 p:ZZB K2 HH
. ol So we have a probability of 7-round
Ef *********** - EE distinguisher of SQUARE as
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Attack for Full SQUARE

We can recover the first two
bytes of 6(K1), 6(K2), 6(K3),
and 6(K4) with the following
complexities.

Data Complexity of this attack is
DLO4HTHIH _ 5123

Time Complexity of this attack is
923+16+2-5 _ 536

The S/N of this attack is
2m+33r119—16 2m—102 22
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